


Report Documentation Page Form Approved
OMB No. 0704-0188

Public reporting burden for the collection of information is estimated to average 1 hour per response, including the time for reviewing instructions, searching existing data sources, gathering and
maintaining the data needed, and completing and reviewing the collection of information. Send comments regarding this burden estimate or any other aspect of this collection of information,
including suggestions for reducing this burden, to Washington Headquarters Services, Directorate for Information Operations and Reports, 1215 Jefferson Davis Highway, Suite 1204, Arlington
VA 22202-4302. Respondents should be aware that notwithstanding any other provision of law, no person shall be subject to a penalty for failing to comply with a collection of information if it
does not display a currently valid OMB control number. 

1. REPORT DATE 
2005 2. REPORT TYPE 

3. DATES COVERED 
  00-00-2005 to 00-00-2005  

4. TITLE AND SUBTITLE 
Machine Learning in Intrusion Detection 

5a. CONTRACT NUMBER 

5b. GRANT NUMBER 

5c. PROGRAM ELEMENT NUMBER 

6. AUTHOR(S) 5d. PROJECT NUMBER 

5e. TASK NUMBER 

5f. WORK UNIT NUMBER 

7. PERFORMING ORGANIZATION NAME(S) AND ADDRESS(ES) 
University of California (Davis),Department of Computer Science,1
Shields Avenue /2063 Kemper Hall,Davis,CA,95616 

8. PERFORMING ORGANIZATION
REPORT NUMBER 

9. SPONSORING/MONITORING AGENCY NAME(S) AND ADDRESS(ES) 10. SPONSOR/MONITOR’S ACRONYM(S) 

11. SPONSOR/MONITOR’S REPORT 
NUMBER(S) 

12. DISTRIBUTION/AVAILABILITY STATEMENT 
Approved for public release; distribution unlimited 

13. SUPPLEMENTARY NOTES 
The original document contains color images. 

14. ABSTRACT 
see report 

15. SUBJECT TERMS 

16. SECURITY CLASSIFICATION OF: 17. LIMITATION OF 
ABSTRACT 

18. NUMBER
OF PAGES 

113 

19a. NAME OF
RESPONSIBLE PERSON 

a. REPORT 
unclassified 

b. ABSTRACT 
unclassified 

c. THIS PAGE 
unclassified 

Standard Form 298 (Rev. 8-98) 
Prescribed by ANSI Std Z39-18 

































Specification-based
detection

Anomaly
detection

Misuse
detection

Detecting new 
attacks

Only detecting 
known  attacks

Computation and memory requirements



















































0 0.2 0.4 0.6 0.8 1
0.2

0.3

0.4

0.5

0.6

0.7

0.8

0.9

1

False positive rate(%)

At
ta

ck
 d

et
ec

tio
n 

ra
te

k=5
k=10
k=25



0 0.2 0.4 0.6 0.8 1
0.2

0.3

0.4

0.5

0.6

0.7

0.8

0.9

1

False positive rate(%)

At
ta

ck
 d

et
ec

tio
n 

ra
te

tif−idf
f

















W1 W2

Input Stream 
X1 X2 X3 X4 Xn

Input Layer
Pattern Layer Wm

W1 W2

X1 X2 Xn
Input Layer
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Fuzzy Input











Initialize weights: Wji = 1.0
Read Input vector: X = (X1, X2, …, Xn)

Calculate choice function Tj(X)
max(Tj)

Sj(X) >= 
Update weight Wj

Reset allTJ

Reset Tj = 0

Create new patternYes Yes
NoNo



































A

B

C









0

0.02

0.04

0.06

0.08

0.1

0.12

0.001 0.005 0.01 0.05 0.1
v

fra
ct
io
n error estimate

10-fold CV
false positive rate

0

0.2

0.4

0.6

0.8

1

1.2

0.001 0.005 0.01 0.05 0.1
v

Tr
ue

 p
os

iti
ve

 ra
te





0

0.1

0.2

0.3

0.4

0.5

0.6

0.
02

0.
04

0.
06

0.
08 0.
1

0.
12

0.
14

0.
16

0.
18 0.
2

v

fra
ct

io
n error estimate

LOO error
false positive rate

0

0.05

0.1

0.15

0.2

0.25

0.3

0.35

0.
02

0.
04

0.
06

0.
08 0.
1

0.
12

0.
14

0.
16

0.
18 0.
2

v

fra
ct

io
n error estimate

LOO error
false positive rate

0

0.1

0.2

0.3

0.4

0.5

0.6

0.0
2

0.0
4

0.0
6

0.0
8 0.1 0.1

2
0.1

4
0.1

6
0.1

8 0.2

v

fra
ct
io
n error estimate

LOO error
false positive rate

0

0.1

0.2

0.3

0.4

0.5

0.6

0.0
2

0.0
4

0.0
6

0.0
8 0.1 0.1

2
0.1

4
0.1

6
0.1

8 0.2

v

fra
ct
io
n error estimate

LOO error
false positive rate





0
0.0002

0.0004
0.0006

0.0008
0.001

0.0012
0.0014

0.0016

0.0001 0.001 0.01 0.1
r

fra
ct
io
n error estimate

5-fold CV

0
0.02
0.04
0.06
0.08
0.1

0.12
0.14
0.16
0.18
0.2

0.0001 0.001 0.01 0.1
r

fra
ct
io
n false positive rate

false negative rate



0 50 100 150 200 250 300
0

0.1

0.2

0.3

0.4

0.5

0.6

0.7

0.8

0.9

n

er
ro
r

0 50 100 150 200 250 300
0

0.05

0.1

0.15

0.2

0.25

0.3

0.35

0.4

n

er
ro
r













Player 1
HeadsUp TailsUp

Player 2
HeadsUp HeadsUpTailsUp TailsUp

(-1, 1) (1, -1) (-1, 1) (1, -1)(1’s payoff, 2’s payoff)
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Attacker
attack no attack

Organization
no IDSno IDS IDSIDS

(DC – LC, – DC) (0, 0)alarm1 – alarmno alarm1 –no alarm
(–PC – LC,RD – RC – OC) (DC – LC, –DC – OC) (0, – OC) (0, – RC – OC)

( DC – (1 – )PC – LC, (1 – )(RD  – RC) – DC – OC) (0, – OC – RC)

A22 = 0, B22 = 0A21 = 0, B21 = – OC – RC
A12 = DC – LC, B12 = –DCA11 = DC – (1 – )PC – LC, B11 = (1 – )(RD – RC) – DC – OCAttack IDS

No Attack
No IDS
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